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(ONTENT WAKNING:

SEXVAL ABUSE, SEXUAL HARRASSMENT, SEXUAL ASSAULT,
SULCIDE, EXTORTION /BLACKMALL, VIOLENCE
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=> SEITORTION DEFINED
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=> PREVENTION
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~ UNDERSTAND THE DEFINITION OF
SETORTION.

~ REFLECT ON CURRENT RESEARCH TN

DRDER TO ASSESS IMPACT ON YOUNG

. IMPLEMENT THE STERS OF PREVENTION

INTO YOUR WORK WITH YOUNG PEOPLE
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fw [ > ] > Take Action

for YOUth ABOUT ISSUES RESOURCES & TOOLS MEDIA SHOP

Young. Powerful. Taking Over.

— WHO WE ARE

Our Programs

Advocates for Youth works alongside thousands
of young people here in the U.S. and around the
globe as they fight for sexual health, rights and
justice.







Our Mission: To defend children
from sexual abuse online.

Building technology Equipping companies with Growing resilience in
to accelerate victim tech to make their youth and their
identification platforms safer for communities to navigate

children threats they face online



4 o 0/ of teens agree it is common for people their age
©

to share nudes with each other.

Kids report being asked for nudes by strangers online as young as 9.

1 in kids that had shared nudes did so with
someone that they had never met offline.

For kids, categories like stranger and friend don't translate so clearly online.

MORE THAN
500/ of kids and parents blame the person in
0 the photo when nudes are leaked.

Shame is the biggest obstacle for kids to seeking help.



WHAT IS SEXTORTION!




SEXTORTION:

threats to expose explicit images if a
victim does not comply with demands

(a form of online blackmail)

TTTTT



2017 Research 6% 23%

VIDEO SHARING VIDEO VOICE
SOCIAL SITES CALLAPPS

Sextortion spans
technology

45% of victims reported contact
with perpetrators on more than R

one platform. SOCIAL
NETWORKS

12% =

EMAIL s

THORN
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Today 10:30 PM

WHERE DOES IT HAPPEN?

Today 10:3

INVOLVED MORE THAN
ONE PLATFORM

41%
MESSAGING/
PHOTO APPS

4%
GAMING
PLATFORMS

0/ DATING
9/0 APPS
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A 17-year-old boy died by suicide hours after
being scammed. The FBI says it’s part of a
troubling increase in ‘sextortion’ cases.

By Josh Campbell and Jason Kravarik, CNN
Updated 11:40 AM EDT, Mon May 23, 2022

PRESS RELEASE

FBI and Partners Issue National Public Safety Alert
on Sextortion Schemes

Thursday, January 19, 2023 For Immediate Release

U.S. Attorney's Office, Southern District of Indiana

Share >

Over 3,000 minor victims targeted in 2022 across the United States

MINNESOTA - Published February 11,2023 8:00am EST

Growing 'sextortion’ trend tricks boys
into sending explicit images through
gaming sites, extorted for money



e Since 2016, the NCMEC CyberTipline has received
262,573 reports of Online Enticement, the category
that includes sextortion.

e Between 2019 and 2021, sextortion reports to NCMEC
more than doubled.

e |nreports from 2022, of the offenders were

Source: National Center for Missing and Exploited Children (2022)



https://www.missingkids.org/theissues/sextortion

"Early today | had accepted this person on my
Instagram page. After talking a few minutes, we
moved on to snapchat. Then the scammer sent
some nude images and | stupidly sent some
back. After that they had screenshots of my
whole following list from Instagram, most of
them were my family members and they
threatened that they will expose me if | didn’t
send them money.”

- Sextortion victim (2022 report)

Source: Canadian Centre for Child Protection (2022)



https://protectchildren.ca/pdfs/C3P_AnalysisOfFinanSextortionPostsReddit_en.pdf

Shame is the biggest obstacle to getting help.

85% of sextortion victims cited shame
/ embarrassment as their reason for
not getting help.

THORN



Caregiver blame attitudes can either inhibit or reinforce a
child’s likelihood to turn to a trusted adult if and when they

are in need of help.

caregivers believe the receiver
of nude imagery has a right to
re-share the content at their
discretion

caregivers would ultimately
blame the victim in situations
involving the nonconsensual
re-sharing of their nudes

caregivers of girls were twice
as likely to blame the victim in
situations involving the
nonconsensual re-sharing of
their nudes
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LGBTQ+ minors demonstrate areas of increased risk. When compared to

non-LGBTQ+ minors, they were:

2X

as likely to report having an
online sexual interaction
with someone they believed
to be an adult

Compared to 2020, LGBTQ+ minors
reported increased rates of online sexual
experiences with adults (+8%) while
non-LGBTQ+ minors reported a decrease
(-4%), significantly widening the gap
between these two groups.

2X

as likely to indicate they
have had an online sexual
interaction on Instagram

LGBTQ+ minors were also more than 2x as
likely to indicate they had an online sexual
interaction on Snapchat than their
non-LGBTQ+ counterparts.

OX

less likely to disclose their
online sexual experience to
a trusted adult

1in 20 LGBTQ+ minors reported turning to
a trusted adult as compared to 1in 4
non-LGBTQ+ minors.



SEXTORTION IMPACTS YOUNG PEOPLE AND THEIR
FAMILLES...IN THEIR OWN WORDS

amaze.org THORN 7






http://www.youtube.com/watch?v=eEUIkQAiQKw

‘I know all the usual tells of a scam like this but
the scammer made it very believable, they had
normal amount of followers on insta, a high
snap score and a consistent face from the
snaps. so, | was convinced that it wasn't a
scam. | was wrong.”

- Sextortion victim

Source: Canadian Centre for Child Protection (2022)



https://protectchildren.ca/pdfs/C3P_AnalysisOfFinanSextortionPostsReddit_en.pdf

[ am smart, educated, independent, and
have self-esteem. | never imagined | would
be mixed up with this type of person ... it can
happen to anyone because the type of
person who threatens somebody like this is
also smart, but malicious and selfish.

- Sextortion victim



This has ruined my self-image, my
relationships, and my trust of others. | still to
this day don't feel like myself.

- Sextortion victim



Rvan left behind a suicide note describing
how embarrassed he was for himself and
the family.

amaze.org THORN 7



https://www.cnn.com/2022/05/20/us/ryan-last-suicide-sextortion-california/index.html
https://www.cnn.com/2022/05/20/us/ryan-last-suicide-sextortion-california/index.html
https://www.cnn.com/2022/05/20/us/ryan-last-suicide-sextortion-california/index.html
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® HAVE CONVERSATIONS EARLY & OFTEN
® STOP THE BLAME & SHAME GAME

BE A TRUSTED o REMOVE PHRASES LIKE:
ADULT

m [ T0D YOU 50!

m RIS IS WHY YOU SHOULDN'T...
m WHAT WERE YOU THINKING!
m[HATS WHAT HAPPENS WHEN...
m UHY DIDN'TYOU..

AMAZe.org THORN 7




BE A TRUSTED
ADULT

dMALC.org

O INSTEAD USE PHRASES LIKE:

HOW ARE YOU FEELING!

THIS MIGHT BE SCARY

THIS TSN T YOUR FAULT

WRAT THEY DID 15 A (RIME

WE CAN GET THROUGH THIS TOGETHER

LET"S TALK T0...

THANK YOU FOR TRUSTING ME WITH THIS
1"M GLAD YOU CAME T0 Mt

1"M S0 PROUD YOU ARE TALKING TO ME

[T TOOK COURAGE FOR YOU T0 COME T0 ME

THORN 7




UNDERSTAND
THE PLATFORMS

EEEe @YouTube

() WhatsApp

dMALC.org



2022 DATA

PLATFORMS IDENTIFIED BY VICTIMS ON R/SEXTORTION (TOP 8 ONLY | BASED ON VICTIM NARRATIVES)

250
200
150
100

50

Instagram  Snapchat WhatsApp  Facebook  Tinder  GoogleChat Telegram  Omegle Skype Hinge

THORN Source: Canadian Centre for Child Protection (2022)



https://protectchildren.ca/pdfs/C3P_AnalysisOfFinanSextortionPostsReddit_en.pdf

® TALK & TEACH ABOUT PRIVACY SETTINGS
CHAT ABOUT * CHAT’
DEVICE ACCESS BE TRANSPARENT AS POSSIBLE:
& o LETTHEM KNOW YOU MAY MONITOR THELR
ACTIVITY
CHECK-IN ON A REGULAR BASIS

MONITORING

AMAzZe org THORN 7




AWARENESS
&

LDUCATION

dMALC.org

o THORN / THORN FOR PARENTS
o AMAIE RESOURCES
o SEXTORTION VIDEQ & MORE INFO.
o SEXTORTION RESOURCE GUIDE
o DIGITAL & MEDIA LITERACY TOOLKIT
o (OMMON SENSE MEDIA
® BE INTERNET AWESOME
o [HE SMART TALK

THORN 7






QUESTIONS!

dMALC.org
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DAY )
Makch 1, 2073

=> RESPONSE & HEALING

=> AMALL + THORN VIDEO
(OLLABORATION

=> SUPPORT & RESOURCES

=> (LOSING & EVALUATION

THORN 7




@thorn

Subscribe to Thorn's
newsletter here:




) u ‘ h _} SIGN UP FOR OUR NEWSLETTER

amaze.org/subscribe

/amazeorg
/amazeparents

O /amazeorg
0 /AMAZEparents

0 /amazeorg
& info@amaze.org

dMALC.org



mailto:info@amaze.org

UNDERSTANDING &
PREVENTING

SEXTORTION
PART 2




 WELOMETD:
\ N ) [ RSM ND NG

FEATURING:




(ONTENT WAKNING:

SEXVAL ABUSE, SEXUAL HARRASSMENT, SEXUAL ASSAULT,
SULCIDE, EXTORTION /BLACKMALL, VIOLENCE

dMALC.org



DAY ]
Makch 1, 2073

=> REVIEW OF DAY |

=> AMALE + THORN VIDEO
(OLLABORATION

=> RESPONSE & HEALING

=> SUPPORTS & RESOURCES

=> REFLECTION

=> (LOSING & EVALUATION

THORN 7



[MPLEMENT THE STEPS OF RESPONSE &

ACTION PLANNING

. PRIORITIZE HEALING WHEN INSTANCES
OF SETORTION HAVE OCCURRED.

FIAMINE RESOURCES THAT WILL

SUPPORT TEACHING OF SEXTORTION
PREVENTION, RESPONSE, AND HEALING

THORN 7



o SENORTION 15 AN URGENT AND EMERGING
e
@ YOUNG PEOPLE AND THER FAMLLIES ARE BEING
IMPACTED
o I7 15 NEVER THE FAULT OF THE YOUNG PERSON
o PREVENTION IS THE FIRST STEP

THORN 7




UNANSWERED
QUESTIONS




PREVENTION

dMALC.org

REMEMBER:

o BE ATRUSTED ADULT

O REMOVE BLAME & SHAME
UNDERSTAND THE PLATFORMS YOUNG
PEOPLE ARE USING

TALK ABOUT DEVICE ACCESS &
MONITORING EARLY AND OFTEN
SPREAD AWARENESS

[MPLEMENT EDUCATION

THORN 7
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http://www.youtube.com/watch?v=sdEIAeu2_ms

RESPONSE...WHAT QUR
YOUNG PEOPLE NEED T0
KNOW
aaaaa




STEPS TO TAKE IN AN INSTANCE OF

SETORTION:
WHAT I 3 STOP RESPONDING T0 THE MESSAGES
3 TAKTO A TRUSTED ADULT
SEATORTION 3 00 NOTSEND MONEY

HAPPENS! = RN
3 ACTION PLAN

AMAZR.org THORN 7




® WARNING SIGNS OF SEXTORTION:
o “I"LL SHOW YOU MINE. .TF YOU SHOW ME YOURS”

y10P RESPONDING
10 THE MEYSAGES )

"1 WORK FOR A MODELING AGEN(Y”

WANTS T0 QUICKLY DEVELOP A ROMANTLC
RELATIONSHIP

USE MULTIPLE (FAKE) IDENTITIES TO CONTACT YOU
YOU HAVE MANY COMMON “FRIENDS" BUT HAVE
NEVER MET THEM

WANTS TO SWITCH TO DIFFERENT APPS

IMM [DIATELY ° V(V)H[N YOUR INSTINCTS TINGLE

O
O

dMALC.org

PAUSE
CONTACT THE “FRIEND" ON A DIFFERENT PLATFORM

® SAVE MESSAGES FOR AUTHORITIES (DONT.DELETE)



AMAZR.org THORN 7




2022 DATA

|  WHEN VICTIMS COMPLIED WITH EXTORTERS' DEMANDS FOR MONEY... DID EXTORTERS FOLLOW THROUGH

ON THEIR THREATS OF IMAGE
DID EXTORTERS DEMAND MORE DID EXTORTERS FOLLOW THROUGH DISTRIBUTION WHEN VICTIMS DID
MONEY?" ON THEIR THREATS OF IMAGE NOT COMPLY?

DISTRIBUTION?

93%Yes . 30%Yes -
| ‘ - 7% No 38%Yes - 0 - 62%No |

THORN Source: Canadian Centre for Child Protection (2022)

- 70% No



https://protectchildren.ca/pdfs/C3P_AnalysisOfFinanSextortionPostsReddit_en.pdf

® AS500N ASYOU THINK T MIGHT BE
SEXTORTION OR ANY TYPE OF

ARASSMENT/BULLYING
TAKTO A o HAVE A CONVERSATION:
o SHAME-FREE
TRUSTED ADULT o ISK QUESTIONS

O REMOVE THE BLAME
o MAKE A PLAN OF ACTION IN CASE PHOTOS

ARE RELEASED
aAMAZe.org



ACTION PLAN

dMALC.org



admaze.org

£ Report X

Please select a problem
If someone is in immediate danger, get help before
reporting to Facebook. Don't wait.
Nudity

Spam

Unauthorized sales

Violence

Harassment

Terrorism

Hate speech

False information

Suicide or self-injury

AV A NV 2 VAR VARV I Vo B VAR I V4

Something else



WHERE SHOULD YOU REPORT?

o NATIONAL CENTER FOR MISSING &
FXPLOITED CHILDREN (NCMEC)
CYBERTIPLINE, GETHELP@ONCMEC. ORG OR
1-§00-THE-LOST.

o (Bl

amaze.org THORN 7



https://www.missingkids.org/gethelpnow/cybertipline

LET"S TALK ABOUT NUANCE..

dMALC.org



WHAT IF THE PHOTOS GET RELEASED!
e 5(100L
® [RIENDS
® [AMILIES

amaze.or; THORN 7




AdMALZE.org

WHAT IF THE PHOTOS GET RELEASED!?

S(RUB FROM INTERNET

MISSTNGKIDS.ORG/ISYOUREKPLICITCONTENTOUTTHERE

e

AKE IT DOWN
o HITPS://TAKEITDOWN . NCMEC. ORG/

THORN 7


https://www.missingkids.org/gethelpnow/isyourexplicitcontentoutthere
https://takeitdown.ncmec.org/

STEP S
CONTINUED
SUPPORT

dMALC.org

® MENTAL HEALTH SERVICES PROVIDER
o 3(HOOL COUNSELOR

O THERAPEST

o 3UPPORT GRO
® (HECK-IN OFTEN
® [(LLOW-UP WITk

Il

REPORTING

® [(LLOW-UP WITk

IN-(OMMUNITY



MO3T IMPORTANT:

1F SEXTORTLON HAPPENS, LIS NOTYOUR FAULT

THE BLACKMATLER 15 TO BLAME-THEY ARE
(OMMITTING A (RIME.

AMAZR.org THORN 7




QUESTIONS!
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LET"S TALK ABOUT
HEALING..

ddddddddd



COMMON £ 0 L e
SEXTORTION AND ® DEPRESSION
OTHER FORMS X ESISLDAHON
OF SEXUAL VIOLENCE e
o SUICIDAL IDEATION OR ATTEMEPTS

AMAZC.org THORN 7



[MPORTANT DO

dMAL£C.org

BLAME THE BLACKMATLER

CULTIVATE SELF-COMPASSION

FOCUS ON POSITIVE QUALLTIES

TALKTO A TRUSTED ADULT

O (ONFIDEIN A FRIEND

MINDFULNESS PRACTICES

WORK WITH A MENTAL HEALTR SERVICES PROVIDER

O (OUNSELING & THERAPY
m (BT & EMDR

BEGIN TO REBUILD RELATIONSHIPS

O WITH THE SUPPORT OF FAMLLY, FRIENDS, AND
OTRER TRUSTED ADULTS

THORN 7
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lﬂ y TALK ABOUT RESOURCES

dddddddd THORN 7
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® [HORN FOR PARENTS

o AMAJE PARENTS

()

o (OMMON SENSE MEDIA

CAREGIVERS

o Bf INTERNET AWESOME

o [HE SMART TALK

amaLe@.org


http://parents.thorn.org
https://amaze.org/parents/
https://www.commonsense.org/education
https://beinternetawesome.withgoogle.com/en_us/
https://thesmarttalk.org/

THORN FOR PARENTS: PARENTS . THORN . ORG

THORN

The Situation =

CONVERSATION STARTERS

Let’'s start talking

Suitable fora Child (6-12) Teen (13+)

“Do you know
anyone who's ever
shared a nude?”

Flip to Learn More (Y

Conversation Starter

CONVERSATION SCRIPT

Let’s play this out

When can | get my own tablet?

Tell me about why you want

your own tablet.

Choose your child’s response

| don’t know.

| want to play games. &

| want to talk to my friends. -

70


http://parents.thorn.org

o AMAIL EDUCATORS
o JEATORTION VIDED & MORE INFO
SECTION
O DIGITAL & MEDIA LITERACY TOOLKTT
o [ESSON ACTIVITIES/QUTLINE

@ o  AMATE/THORN RESOURCE QUIDE

EDUCATORS o (OMMON SENSE MEDIA

o D INTERNET AWESOME

amaze.org ® NOFILTR YOUTH RESOURCES


https://amaze.org/educators/
https://amaze.org/video/sextortion-online-coercion-and-blackmail/
https://amaze.org/video/sextortion-online-coercion-and-blackmail/
https://amaze.org/video/sexedcon-2022-digital-and-media-literacy-with-amaze-with-the-amaze-educator-ambassadors/
https://drive.google.com/file/d/1itYyYbwidm_caesKC-EIV--1DYZtXO92/view?usp=share_link
https://www.commonsense.org/education
https://beinternetawesome.withgoogle.com/en_us/
http://nofiltr.org

@ SAFER (THORN'S SOLUTION FOR TECH
] (OMPANIES)

LOMPANIES ® 3T0P SEATORTION - TIPS FOR COMPANIES

dMALeC.org


https://safer.io/resources/
https://safer.io/resources/
http://www.stopsextortion.com/companies/

POLICY MAKER RESOURCES ()

SEXTORTION.

‘ ‘ THE KEY 10 GOOD CRIMINAL LEGISLATION IS THAT THE END RESULT APPLIES TO REAL-
\W/ORLD HARMS WHILE BEING NARROWLY TAILORED TO PASS CONSTITUTIONAL MUSTER,
AND FOR THE PUNISHMENT TO BE SUFFICIENT TO DETER THE BEHAVIOR.

POLICY MAKERS

® 3T0P SEXTORTION - TIPS FOR POLICY
MAKERS

admaze.org


http://www.stopsextortion.com/policy-makers/
http://www.stopsextortion.com/policy-makers/

Remove Shame

Kids must know that they are NEVER at fault
If someone abuses, betrays or tricks them,
and have the confidence to get support when
harmful situations occur



REFLECTION ACTIVITY

aaaaa .org THORN 'f



QUESTIONS!




EVALUATION
LINK:

Scan me!
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amaze.org/subscribe
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@thorn

Subscribe to Thorn's
newsletter here:




